ThinkTel
\ & Gupalkt

THINKTEL COMMUNICATIONS
CUDATEL PHONE SYSTEM 270

High Availability and SIP-TRUNK Configuration




\LbupaleL 2o ThinkTel

TABLE OF CONTENTS

1.1 CONFIGURING TELEPHONE SERVICE PROVIDER (THINKTEL) «..uuviiiniiiineiiineieiniieinenieneecneees 3
1.2 OUTBOUND CALL ROUTING . c.uttittiiintiiitiiinetiieteeiueeiineeisnseeisecessaccsssccsseccsssccsssccsnnces 5
1.3 INBOUND CALL FROM THINKTEL SIP-TRUNK ....ccitiiiitiiiiiiiietiiieiiiieiiiitiiiiniicinecinecinncenns 5
2.1 HIGH AVAILABILITY FEATURE ... uttiiiiiiiiiiiiiiiiiiiiiiiiitiiiietiiieeiiiaeeiieecessecessccsnsscsnaccnns 9
2.2 HIGH AVAILABILITY TERMINOLOGY ..ciiutiiiuuiiieieinionnntesuessseecssssssessssssssessssnssssnssones 9
2.3 HIGH AVAILABILITY PREPARATION ...ciiiuiiiiiiiiiiiiiiiiiiiiiiietiiieeiiinetiieeceineecsnecsnaccsnacenns 9
2.4 HIGH AVAILABILITY ACTIVATION ..iiiiiiiiiiiiiiiiiiiiiiieiiiieteiitetiieietisteinsecinacccssccsnsccennes 10
2.5 HIGH AVAILABILITY FAILOVER ..uutiiiiiiiiiiiiiiiiiiiiiieiiiietiineeciieeesinesinnesessccessccsssecnnnes 11
3.1 FREWALL CONFIGURATION. ..ciuttiiiuiiiintiiintiinntiiinetiestossesssstosesssssnsssnssssssscssnsssnnes 14
© THINKTEL COMMUNICATIONS Reference Edition Page
Montreal/I0T/2001 2 2/14

All rights reserved. Passing on and copying of this document, use and communication of its contents not permitted without written authorization



L bl oo ThinkTel

1.1 CONFIGURING TELEPHONE SERVICE PROVIDER (THINKTEL)

This Chapter explains how to configure the SIP-TRUNK connection between the BARRACUDA Phone System and
the telephone service provider THINKTEL COMMUNICATIONS.

The Primary way to connect the Cudatel Communication Server to the outside world is via IP connection and
a SIP account called SIP-TRUNK.

THINKTEL COMMUNICATIONS as a VOIP Provider gives you an account with accompanying credentials
(username - password - Proxy IP Address)

Traditional LAN Port

G VOIP Provider
Internet
Router/Firewall
Switch
LAN port
CudaTel

-Log in to the CCS Web Access, Navigate to “PROVIDERS” > “SIP ACCOUNTS” and select

“NEW SIP ACCOUNT” In the displayed window, you will see a number of configuration options, many
of which are required. These options are:

e Provider Type : <Generic SIP>

e Name . <THINKTEL>
e Host :Proxy IP Address Provided by THINKTEL or <tor.trk.tprm.ca> or <edm.trk.tprm.ca>
e Port : <5060>
e Realm : Realm IP Address Provided by THINKTEL or <tor.trk.tprm.ca> or <edm.trk.tprm.ca>
e Username : Pilot Number provided by THINKTEL
e Password : Provided by THINKTEL
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e Registration

ThinkTel

: Unchecked

e Services : Select the three services

¢ Caller ID Number

e Qutgoing Music on Hold :

e Restrict Codec to
e Inbound Registration

Then click on “CREATE GATEWAY”

Inbound Registraticn

: You can customise the sent outbound caller ID sent on this connection by
Specifying a phone number that should be sent under these conditions

“ALWAYS SENT” or “ALWAYS SENT UNLESS OVERRIDEN” or
“NEVER SENT”

<default>

: Don’t specify any of the codecs ULAW will be the default Codec

: Unchecked

Dashboard Switchboard

— Allow Inbound Registration

Create Gateway

£ em &

Extensions Providers

C& Providers

SIP Providers

Call Routing

BACK| THINKTEL gename, petete

Provider/Type

Host

Port

Realm

Username

Auth. Username

Password

Registration

Services

CallerlD Number

Outgoing Music on Hold

Restrict Codecs To

Inbound Registration

External Numbers

Outbound Routing

Generic SIP

tor.trk.tprm.ca

5060

tor.trk.tprm_ca

4388997551

4388997551

™ Requires Registration
second interval

™ Inbound Calls
" Qutbound Calls
™ Faxes

|

@ Mever use a custom Caller|D number
" Use a custom CallerlD number unless overridden
" Always use a custom CallerlD number

default ]

0/21 selected -

[~ Allow Inbound Registration

Apply Gateway Settings

(438) 899-75519)
Add External Humbers

10 Digit Dialing

Manags Routss

|
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1.2 OUTBOUND CALL ROUTING

Call routing allows you to customize how outbound calls are routed over THINKTEL telephony network
You can specify which connection to use based on the digits that the user dialed.

Navigate to “PROVIDERS” > “CALL ROUTING” to see the current routes on the system. The routes are
listed in the order that they will be attempted. In the order that they will be attempted .You can move a
route up or down to adjust its priority. You can also add a new route or edit existing routes from this page

To add a route Click on “ADD ROUTING ENTRY”
e Call Type : choose “ 10 Digit Dialing”
e Destination : “THINKTEL”
eAll 10 digits outgoing calls will be established through THINKTEL SIP-TRUNK

£ e A 0 &

Dashboard Switchboard Extensions Prowiders Reports. Configuration

C& Providers Outbound Call Routing HELP

SIP Providers Routes are attempted in the order they are listed below. If the destination fails to route the call, it will be attempted on the next matching

call Routing destination.

call Type [Manage Types) Restrict To Destination

* o asterisk Iz‘ asterisk Ii‘ Remove
Manage Call Types
Add a Restriction
10 Digit Dialing E THINKTEL E Remove

Manage Call Types
Add a Restriction

20C 3 Ut enty... Capture Rectanaular Area

1.3 INBOUND CALL FROM THINKTEL SIP-TRUNK

¢ Navigate to “PROVIDERS” > “THINKTEL”

B £ ®&E o [ =2

Dashboard Switchboard Extensions Providers

q)_?‘ Providers SIP Provider Accounts wew sie accoun: HELP
SIP Providers MName A Account Provider Services Status
Call Routing :‘ THIMKTEL 4358957551 2tor. trk_tprm.ca Generic SIF In | Out Available
Jig  asterisk 03/ @elza-canada. getmyip. com Generic SIF n | out Regiztersd
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e Click on “ADD EXTERNAL NUMBERS”

B £ & o [ 2

Dashboard Switchboard Extensions Providers

Auth, Username

2 B BACK] THINKTEL sename, pelete =
SIP Providers Provider/Type Generic SIP
Call Routing
Host tor trk tprm.ca
Port 3060
Realm tor trk.tprm.ca
Username 4388997551
4385997551
Registration " Requires Registration
I:I second interval
Services * Inbound Calls
" Qutbound Calls
¥ Faxes
CallerlD Number
# Never use a custom CallerlD number
T Use a custom CallerlD number unless averridden
" Always use a custon CallerlD number
Outgoing Music on Hold default |z|
Restrict Codecs To 0/21 selected -
Inbound Registration I~ Allow Inbound Registration
Apply Gateway Settings
External Numbers (438) 899-7551)
2dd Extermal Humbers
Outbound Routing 10 Digit Dialing

e ADD the DID number (E.g.: 4388997551 and then click on “ADD NUMBERS”

External Numbers

#dd external numbers ar extensions by entering them separated by a comma or return. To create a block extension,
enter two numbers separated by a dash (-). Do not uze doshes, spoces, or other characters in numbers. The madmum
block size &= 1000 numbers— for Larger blocks, entsr them as multipls separate blocks.

4388557551 -~

Add Humbers

To ADD the DID to an Extension
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¢ Navigate to “EXTENSIONS”

&) = Lo [0 =

Dashboard Switchboard Estiensions Prowiders Reparts Configuration

= Extensions People sddnew person Lol

People Ext. A Name
i - 000 3pa34z linksysy
Inbound Call Queues - o bt200 hold
Call Parking Extensions -« btago 2
Multi-User Conferences = :

M 00 Xlite Xlite
Automated Attendants

M 4004 bt200 hold
Unassigned Phones

[ Elie Iphone
All Extensions

0 alited pchame

[™] a2 Elie BOUMAIM

e Click on one of the extensions E.g. “4000”

2 I

Dashboard Switchboard

HELP

h Extensions BacK x4000 — spa942 Iinksysy Rename, Change Primary Extension, Delete, Impersonate

People Contact Information gdic Groups
Groups o . i e S e

There is no contact information associated with this person yet.
Inbound Call Queues Join a Group

Call Parking Extensions ~ Show this person in Contact Directory searches

Mulsi-User Conferences

Voice Mail Call Recording Policy
iqned Ph Disable Voice Mail ™ Record calls and save for I:I days.
Unassi ones — .
 Disable Voice Mail [: Send to Email
Address:

All Extensions
Change PIN/Password

Automated Attendants

Enter a new PIN (at least four digits) in both boxes.

| I ]

Send Yoice Mail to E-mail
I~ Do not save e-mailed voicemail

(051 5= |
Phones

Add a Phone  spa%42's Generic 5P Device

Voicemail Format:

Secondary Numbers and Extensions

Secondary numbers and extensions will be forwarded to the main extension (x4000).

Add Number S dary Extensions and Numbers

Valid extension ranges: 4000-40050
Mext Free Exfension |z|
« Valid extension selected

Add Extension

e Click on an existing phone E.g. “spa942’s Generic SIP Device”
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e “EDIT PHONE”

Edit Phone: spa%942's Generic SIP Device x
da=
spa?4l's Generic SIP Device Click & line on the left to modify it, or “Assign Line 2 to add a line to the phone. The “Rename” and “Remove”

F.‘i:we buttons will rename the phone or remove it from this user.

Phone Information » spa942°s Generic SIP Device

- 12 4000
Display Name spa%42's Generic SIP Device
8 fsion Line 2 Manufacturer Generic SIP device
Model Generic SIP device (Linksys/SPA942-6.1.5(a))
MAL Address {Generic SIP device: See individual lines for registration details. )
IP Address 192.168.1.101
Last Registration 2012-07-04 13:42:57.662085

e Click on “x4000” which is the extension phone number

spa942’s Generic S|P Device » Line 1 x
da=
spa942's Generic SIP Device Extensions and Numbers Test Line
This line can be reached at x4000 Echo Test Line 1
1= %4000 Add a Number or Extension This will test this line on this phone by calling the
’ Walid extension ranges: 4000-40050 phene and entering an echo test. It will not call cther
Assin Line 2 Mesxt Free Extension[¥] phones sharing this line.

 Valid extension selected

Add Extension

e On Add a Number or Extension choose “EXTERNAL NUMBER” “4388997551”

spa942's Generic SIP Device = Line 1 x
das
spaBal's Generic SIP Device Extensions and Mumbers Test Line
This line can be reached at x4000 Echo Test Line 1
1: %4000 Add a Number or Extension This will test this line on this phone by calling the
’ Valid extension ranges: 4000-40050 phone and entering an echo test. It will not call other
= Assign Line 2 External Number E| {438) 599-7551 |E| phones sharing this line.

« Valid extension selected

Add Extenzion

e Click on “ADD EXTENSION”
eAll calls to the DID “4388997551” will ring on the extension 4000
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2 HIGH AVAILABILITY

2.1 HIGH AVAILABILITY FEATURE

The Cudatel Communication Server (versions 270 and above) supports High Availability to ensure that if a CCS
unit fails, agents will continue to be able to make calls.

2.2 HIGH AVAILABILITY TERMINOLOGY

e HA PAIR - Two connected CCS units configured for the High Availability Feature

e HA PORT - A designed Ethernet port for connecting two CCS units together to implement HA

e HA CABLE - A Gigabit Ethernet cable connecting the two CCS

® MASTER - The primary CCS unit in the HA PAIR

e SLAVE - The secondary unit in the HA PAIR

e FAILOVER - The process where the slave units takes over all CCS functions from the MASTER unit
e PAIRING - The process of putting two CCS units into a HA PAIR

e UNPAIRING - The process of removing two CCS units from pair state

e SHARED ADDRESS - The HA pair’s collective LAN IP Address , this will be the shared LAN IP Address for
the HA PAIR

2.3 HIGH AVAILABILITY PREPARATION

e The two CCS should be the same model

e The HA ports of both units must be connected by an HA CABLE

e Both CCS must be running the same firmware version

e The LAN IP Addresses of each unit and the SHARED IP Address must all be on the same subnet
e The two units must be powered ON

For our example:

IP Address of the MASTER: 192.168.1.120 (this IP will become the Share IP Address)
IP Address of the SLAVE  : 192.168.1.126

New internal IP Address of the MASTER: 192.168.1.125
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2.4 HIGH AVAILABILITY ACTIVATION

e Using a web browser , connect to the IP Address of the primary unit
¢ Navigate to “CONFIGURATION” > “HIGH AVAILABILITY”

B £ &@Em o [

Dashboard Switchboard Extensions Providers Reports.

- Configuration High Availability Pairing HELP
Hetwork
High Availability Pairing is not yet active.
Security
= To create a High Availibility Pair,. piease €nten @ deil |Paddtess for this indilidtatServer. While the Pair is in effect, the High Availability Pair can be
reached by this Server’s |P address information, and this individual Server will be set to the address you specify. All information on the other
Fhones connected Server will be removed.
High Availability
This Communication Server’'s new Internal IP 192.168. 1 .129
Mail Address
Directory Services/LDAP

Create High-Availability Pair
Backup o By

e Enter the Communication Server’s new internal IP Address “192.168.1.125” and press “CREATE
HIGH-AVAILABILITY PAIR”

Create High Availability Pair?

Creating the High Availability Pair will remove all data on the other
(secondary) Communication Server

| Create Pair || Cancel |

e Press on “CREATE PAIR” this process may take up to 10 minutes

B £ @ o [

Dashboard Switchboard Extensions Providers Reports

- Configuration High Availability Pairing HELP
Hetwork
High Availability Pairing is active. The shared IP address for this pair is: 192.163.1.120.
Security
To unpair this High Availability Pair, press the button below.
System

Phones Unpair High-Availability

e The Shared IP Address for the pair is now : 192.168.1.120
e This Shared IP will be used for all SIP Connection with the HA PAIR
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2.5 HIGH AVAILABILITY FAILOVER

MASTER IP Address :192.168.1.125
SLAVE IP Address :192.168.1.126
SHARED PAIR IP Address : 192.168.1.120

e Open a Web Page with the Shared IP Address

¢ Navigate to “Configuration” > “Network”

e Notice that we are not in Failover status because the IP Address shown is 192.168.1.125
Which is the IP Address of the MASTER

——— - —
af’- |@ http://192.168.1.120/#screen=networksettings P~RBROGX H | CudaTel Communicatio...‘ (2 CudaTel Communic.. Bc
X Speed. ‘ EdsightSpeed @Invite a Friend EdNews v FJWeather [ Shopping & Map

ClED B« (W) 2D
£ m da =

o) 00 ) sl [ (BB

B)SNAPG® ~ |Enter search term here

Dashboard  Switchboard  Extemsions Providers Reports  Configuration

B’ Configuration Network
. & LAN Interface IP Address
s oty [T
Phones ™ Use LAN gateway as Default Gateway

High Availability Behind NAT router

ail External IP Address l:l

Diractory Servicas/LDAP futo-detact

e Open a Web page with the IP Address of the MASTER and Click on “System Restart”

— T W T— - T —
a"'{- ||( http://192.168.1.125/#screen=utilitiessettings L-BEX ‘ 4 CudaTel Communicatio”.‘ (2 CudaTel Communicatio‘.‘| | CudaTel Communic... ‘ ‘

x Speed. | B sightspeed BInvite a Friend EdNews v FdWeather [ Shopping EIMaps Edlmages & Pop-up Bl
() SNAPEI® > |Enter search term here (Q Go J Ed) W [ME 3 | Gl :'g 2 0 @:—- @

B O Em de [ =

Dashboard  Switchboard  Extnsions Brovders Reports  Configuration

= Configuration Support Tunnel
et This feature opens up a direct connection to Barracuda Networks Technical Support Center. The connection will llow Technical Support engineers to troubleshaot any issues you may be experiencing.

Security m—
Smvis Capture Rectangular Area Ctrl+R - e - R ilc"n".fl

High Availability [ Estabiish Connection | [ |

System Shutdown/Restart

Use the buttons below to safely shut dovm the system before turning off the power, or to restart the phone system. These actions will cause interruptions or loss of any active calls.

Backup
i [ System Shutdown ] [ Syslem Restart ] [ Restart Telephony Engine ]
Upgates Rebooting all phones will not interrupt any calls, but phones will reboot when calls are complete.
i
Sounds and Music
e Ee Help and Documentation
Sites For more assistance, including Technical Bulletins and the Guide, visit the Training and Documentation page at CudaTel.com.
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e Then Click on Restart

Restart

WARMING: You are about to restart the Communication Server. All current
calls will be dropped, and the system will be unavailable until the Server
restarts.

e Wait for 2 minutes and then Open a Web page with the Shared IP Address
o Notice that we are in Failover Status because the IP Address shown is 192.168.1.126
Which is the IP Address of the SLAVE

TT——— TE—
af’-- |§’ http://192.168.1.120/#screen=networksettings ,0 | O X| @ CudaTel Communicatio...‘ @
Elsightspeed BInvite a Friend EdNews v FWeather [ Shopping [ Ma)

COED B0 (< (W) BB (3 |Gl [T e]( B ) &
£ B8 Lo [ =

| & CudaTel Communicatio...

X Speed. |

@SNAP_’f ) ¥ |Enter search term here

Dashboard Switchboard Extensions Providers Reports Configuration

a_ Configuration Network
Mebwork LAN Interface IP Address
Capture Rectangular Area Ctrl+R
s catevmy
Fhones ™ Use LAN gateway as Default Gateway
High Availability Behind NAT router
Mail External IP Address
Directory Services/LDAP aegetee
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¢ In order to accelerate the failover process

¢ Navigate to “Configuration” > “Troubleshooting” and Click on “System Restart”

. T—— T T ———
a"'-,-«- [@ nupy/1921681.120/screen-utiltiessettings 0 - B¢ X gis681105 (& CudaTel Communicatio ‘ (@ CudaTel Communic...

b'd Speed. | IEEZERZE Qsighispeed  @linvite a Friend & News ~ E3Weather EShopping @Maps EdImages & -
©SNARGE ™ |Enter search term here ﬁ Bd} W m 7 share| L’ :GM il Ltz ‘._ :EZ;' L@7¥

@, Configuation Support Tunnel
Network This feature opens up a direct connection to Barracuda Networks Technical Support Center. The connection wiill allow Technical Support engineers to troubleshoot any issues you may be experiencing.
Security
em creees
Frones
b iy

=
System Shutdown/Restart

Directory Services/LDAP
Use the birttons below to safely shut down the system before turning off the power, or to restart the phone system. These actions will cause interruptions or [oss of any ative calls.
Backp
o ((System Shutdown | ( System Restart | [ Restart Telephany Engine |
Updates Rebosting all phanes will nat interrupt any calls, but phones will reboot when calls are complete.
E Reboot All Phones

Sounds and Music

e Click on “Restart Telephony Engine”

Restart

fou are about to restart the Telephony Engine. All current calls will be
dropped, and services will be unavailable until the engine is completely
restarted.

[ Restart Telephony Engine ][ Cancel ]

e Now the Slave CCS takes over all CCS functions from the Master Unit and processing all Calls

e In Order to return back to the normal status , Log in to a web page with the IP Address of the Slave
e Navigate to “Configuration” > “Troubleshooting”

e Click on “System Restart”

e Click on “Restart”

e Log in to a Web page with the Shared IP Address

e Navigate to “Configuration” > “Troubleshooting” and Click on “System Restart”

e Click on “Restart Telephony Engine”

e Now the MASTER CCS takes over all CCS functions from the SLAVE Unit and processing all Calls
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3 FIREWALL

3.1 FREWALL CONFIGURATION

e Open the following ports in your Firewall

Port Direction | TCP | UDP Usage
21 Out Yes No FTP (System Backups
53 Out Yes Yes DNS
69 In/Out No Yes TFTP (Phone Provisioning)
80 In/0ut Yes No Firmware provisioning & Doc Updates
123 In/Out No Yes NTP
843 In/Out Yes No Flash Policy Server
5060-5070 In/Out Yes Yes SIP Ports
7838 In/Out Yes No Web Sockets
16384-32768 In/Out No Yes RTP
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